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UNCLASSIFIED 

National Security Division's Responsive Documents in ACLU v. NSA et at., 13 Civ. 9198 (AT) (SDNY) 

Document Document Date Title/Description 
Number 

Disposition Exemptions Pages 

2 February 3, 2006 Draft Department of Homeland Withheld in Full (b )(5)- The withholding 24 
Security (DHS) Procedures under this exemption is 
Governing Activities of the defended in the declaration 

Office of Intelligence and of Arthur R. Sepeta. 

Analysis that Affect United 
States Persons 

4 November 20, 2007 NSD Legal Memo on Withheld in Full (b )(I)- The withholding 20 
Amending DoD Procedures and under this exemption is 

Accompanying Documentation defended in the declaration 
of David J. Sherman. 

(b )(3)- The withholding 
under this exemption is 
defended in the declaration 
of David J. Sherman. 

(b)(S)- The withholding 
under this exemption 
pursuant to the 
attorney/client and 
deliberative process 
privileges is defended in 
the declaration of John 
Bradford Wiegmann. 

7 October 30, 2013 Compliance Incidents Report on Withheld in Full (b )(I)- The withholding 2 
an NSA Program under this exemption is 

defended in the declaration 
of David J. Sherman. 
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UNCLASSIFIED 

(b )(3) -The withholding 
under this exemption is 
defended in the declaration 
of David J. Sherman. 

9 January 8, 2010 OLC Legal Advice Withheld in Full (b)(!) -The withholding 11 
Memorandum to FBI General under this exemption is 

Counsel defended in the declaration 
of David M. Hardy. 

(b )(3) -The withholding 
under this exemption is 
defended in the declaration 
of David M. Hardy. 

(b)(5)- The withholding 
under this exemption 
pursuant to the 
attorney/client and 
deliberative process 
privileges is defended in 
the declaration of Paul B. 
Colborn. 

12 August 3, 2012 NSD Memo on an NSA Withheld in Full (b )(I) -The withholding 36 
Program and Accompanying under this exemption is 

Documentation defended in the declaration 
of David J. Sherman. 

(b )(3) -The withholding 
under this exemption is 
defended in the declaration 
of David J. Sherman. 

(b)(5)- The withholding 
under this exen:!E_tion 

2 
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pursuant to the 
attorney/client and 
deliberative process 
privileges is defended in 
the declaration of John 
Bradford Wiegmann. 

13 March 25, 20 II NSD Memo on an NSA Withheld in Full (b)( I) -The withholding Ill 
Program and Accompanying under this exemption is 

Documentation defended in the declaration 
of David J. Sherman. 

(b )(3) -The withholding 
under this exemption is 
defended in the declaration 
of David J. Sherman. 

(b)( 5) -The withholding 
under this exemption 
pursuant to the 
attorney/client and 
deliberative process 
privileges is defended in 
the declaration of John 
Bradford Wiegmann. 

14 January 13, 2012 NSD Memo on an NSA Withheld in Full (b)(!)- The withholding 45 
Program and Accompanying under this exemption is 

Documentation defended in the declaration 
of David J. Sherman. 

(b)(3)- The withholding 
under this exemption is 
defended in the declaration 
of David J. Sherman. 

3 
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(b )(5)- The withholding 
under this exemption 
pursuant to the 
attorney/client and 
deliberative process 
privileges is defended in 
the declaration of John 
Bradford Wiegmann. 

17 2003 OIPR Memo on an NSA Withheld in Full (b )(I) -The withholding 36 
Program under this exemption is 

defended in the declaration 
of David J. Sherman. 

(b)(3)- The withholding 
under this exemption is 
defended in the declaration 
of David J. Sherman. 

(b )(5)- The withholding 
under this exemption 
pursuant to the 
attorney/client and 
deliberative process I 

privileges is defended in 
the declaration of John 
Bradford Wiegmann. 

' 
I 

18 June 20, 2003 Memo Approving an NSA Withheld in Full (b )(I)- The withholding 3 
Program under this exemption is 

defended in the declaration 
of David J. Sherman. 

(b )(3) -The withholding 
under this exemption is 
defended in the declaration 

4 
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of David J. Shennan. 

(b)( 5) -The withholding 
under this exemption 
pursuant to the presidential 
communications and 
deliberative process 
privileges is defended in 
the declaration of 
Christina M. Butler. 

23 January 12, 2009 NSD Memo re: an NSA Withheld in Full (b)(!)- The withholding 4 
Program under this exemption is 

defended in the declaration 
of David J. Shennan. 

(b )(3) -The withholding 
under this exemption is 
defended in the declaration 
of David J. Shennan. 

(b)(S)- The withholding 
under this exemption 
pursuant to the 
attorney/client and 
deliberative process 
privileges is defended in 
the declaration of John 
Bradford Wiegmann. 

30 January 9, 2014 Interim Report on an NSA Withheld in Full (b )(I) -The withholding 7 
Program under this exemption is 

defended in the declaration 
of David J. Shennan. 

(b )(3)- The withholding 

5 
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under this exemption is 
defended in the declaration 
of David J. Sherman. 

31 November 12, 2013 E-mails Between NSD and Withheld in Full (b )(I)- The withholding 7 
NSAOGC under this exemption is 

defended in the declaration 
of David J. Sherman. 

(b )(3) -The withholding 
under this exemption is 
defended in the declaration 
of David J. Sherman. 

33 December 18, 2013 NSD Memo on an Intelligence Withheld in Full (b)(!)- The withholding 52 
Activity and Accompanying under this exemption is 

Documentation defended in the declaration 
of David J. Sherman. 

(b )(3) -The withholding 
under this exemption is 
defended in the declaration 
of David J. Sherman. 

(b )(5)- The withholding 
under this exemption 
pursuant to the 
attorney/client and 
deliberative process 
privileges is defended in 
the declaration of John 
Bradford Wiegmann. 

36 February 4, 2005 OLC Legal Advice Withheld in Full (b)(!)- The withholding 34 
Memorandum on an NSA under this exemption is 

Program defended in the declaration 

6 
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UNCLASSIFIED 

of David J. Sherman. 

(b )(3) -The withholding 
under this exemption is 
defended in the declaration 
of David J. Sherman. 

(b)(S)- The withholding 
under this exemption 
pursuant to the 
attorney/client and 
deliberative process 
privileges is defended in 
the declaration of Paul B. 
Colborn. 

37 October 9, 2014 Compliance Incidents Report on Withheld in Full (b)( 1)- The withholding 4 
an NSA Program under this exemption is 

defended in the declaration 
of David J. Sherman. 

(b )(3) - The withholding 
under this exemption is 
defended in the declaration 
of David J. Sherman. 

42 2012 Compliance Incidents Report on Withheld in Full (b)( 1) -The withholding 21 
an NSA Program under this exemption is 

defended in the declaration 
of David J. Sherman. 

(b )(3) -The withholding 
under this exemption is 
defended in the declaration 
of David J. Sherman. 

7 
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44 February 12, 2013 Compliance Incidents Report on Withheld in Full (b )(I) -The withholding 7 
an NSA Program under this exemption is 

defended in the declaration 
of David J. Sherman. 

(b )(3) -The withholding 
under this exemption is 
defended in the declaration 
of David J. Sherman. 

47 2012 Compliance Incidents Report on Withheld in Full (b )(1)- The withholding 10 
an NSA Program under this exemption is 

defended in the declaration 
of David J. Sherman. 

(b )(3)- The withholding 
under this exemption is 
defended in the declaration 
of David J. Sherman. 

48 2012 NSA Responses to DOJ Withheld in Full (b )(I) -The withholding 3 
Questions re: an NSA Program under this exemption is 

defended in the declaration 
of David J. Sherman. 

(b )(3)- The withholding 
under this exemption is 
defended in the declaration 
of David J. Sherman. 

49 December 17, 2013 NSD Memo on an Intelligence Withheld in Full (b )(I) -The withholding 22 
Activity and Accompanying under this exemption is 

Documentation defended in the declaration 
of Antoinette B. Shiner. 

(b)(3)- The withholding 

8 
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UNCLASSIFIED 

under this exemption is 
defended in the declaration 
of Antoinette B. Shiner. 

(b)(S)- The withholding 
under this exemption 
pursuant to the 
attorney/client and 
deliberative process 
privileges is defended in 
the declaration of John 
Bradford Wiegmann. 

NSD94- April 4, 1988 Annex to DOD procedures Withheld in Part (b )(I) - The withholding 32 
NSD 125 pursuant to Executive Order under this exemption is 

12333 defended in the declaration 
of David J. Sherman. 

(b )(3)- The withholding 
under this exemption is 
defended in the declaration 
of David J. Sherman. 

NSD202- September 4, 2015 Supplemental Guidelines for Withheld in Part (b)(l)- The withholding 6 
NSD207 Collection, Retention, and under this exemption is 

Dissemination of Foreign defended in the declaration 
Intelligence of David M. Hardy. 

(b )(3)- The withholding 
under this exemption is 
defended in the declaration 
of David M. Hardy. 

(b )(7)(E)- The 
withholding under this 
exemption is defended in 

9 
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Approved for public release by the DNI 20140909

402 

SECREr 
�~� It is the policy of the United States Signals 

Intelligence System to collect, retain, and disseminate �o�~ �l �y� 

f.oreign com.11unications and military tactical com.11unicatior:s. 

is recognized, however, that the United States Signals 

Intelligence System may incidentally intercept non-foreign 

communications, including those of or concerning United States 

persons, in the course of authorized collection of foreign 

corn:11un i cations. The United States Signa 1 s !nt e 11 i g ence Sys ':e:r. 

makes every reasonable effort, through surveys ana technical 

means, to reduce to the maximum extent possible �. �t�~�e� number of 

such incidental intercepts acquired in the conduct of its 

operations. Information derived from these incidentally 

intercepted non-foreign communications may be disseminated to 

the Federal Bureau of Investigation when the information is 

foreign intelligence or counterintelligence or indicates a 

threat to the physical safety of any person. Dissemination of 

such information is also governed by these proceaures and 

applicable minimization procedures approved in accordance with 

FISA. Specific �c�o�w�~�u�n�i�c�a�t�i�o�n�s� sent from or intended for receipt 

by United States persons are not intercepted deliberately by the 

United States Signals Intelligence System unless specific 
.. - ··- .. 

authorization for such interception has been obtained in 

accordance with these procedures. 

HANDLE VIA COMINr CHANNELS ONLY 

SECRET. 
9 

Case 1:13-cv-09198-AT   Document 65-1   Filed 02/26/16   Page 22 of 51



�&�5����������
Approved for public release by the DNI 20140909

403 

SECRET 
(S ceo) The President has authorized, and the Attorney 

General hereby specifically approves, interception by the 

States Signals Intelligence System of: 

., Illicit �~�o�m�m�u�n�i�c�a�t�i�o�n�s�i� 

0 United States and Allied Military exercise �c�o�r�r�~�-�;�-�.�u�n�i�-

cations; 

" Signals collected �~�u�r�i�n�g� the search of the signals 

environment for foreign �c�o�r�r�~�u�n�i�c�a�t�i�o�n�s� that may be developed 

into sources of signals intelligence; 

0 Signals collected during the monitori ng of �f�o�r�e�i�g�~� 

electronic surveillance activities directed at Unitea·states 

�c�o�~�~�u�n�i�c�a�t�i�o�n�s� consistent with the Foreign Intelligence 

Surveillance Act of 1978; and 

" Signals collected during the testing and training 

of personnel in the use of signals intelligence collection 

equipment in the United States consistent with the Foreign 

Intelli gence Surveillance Act of 1978. 

HAlffiLE VIA COMINT CIMNNEhS ONb¥ 

SECRET 
10 
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SECRET 
Sec. 4: Procecures {U) 

A. �~� Sianals Intelliaence: Co:TUI\unications of, or 

concernina, United States persons. The United States Signals 

Intelligence System may collect, process, retain and �d�i�s�s�e�~�i�n�a�t�e� 

foreign comrnunications that are also cornrnunications of, or 

concerni"ng, United.States persons. Comrnunications of, or 

concerning, United States persons will be treated in the 

following manner. 

1. Collection 

(a) {5 CCO) Communications of or concerning a United 

States person may be intercepted intentionally or selected 

deliberately through use of a selection term or otherwise only: 

{1) with the consent of such United States 

person. Where a United States person has consented, by coffiple-

tion of the appropriate Consent Agreement appended hereto, to 

the use of a selection term intended to intercept communications 

originated �~�y� or referencing that person, the National Security 

Agency may use such a selection te.rm tb··.·s-eie\:t. -£.-;;reign communi-

cations; or 

HANDLE VIA COMINT CHANNEbS ONLY 

SECRE! 
ll 
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SECREt 
(2) with specific prior court order �p�u�r�s�~�a�~�:� 

to the Foreign Intelligence Surveillance Act of 197B where 

applicaple. All United States Signals Jntelljgence �S�y�s�t�e�~� 

requests for such court orders or approvals shall be forwarded 

by the Director, National Security Agency for certificatibn by 

the Secretary of Defense or the Deputy Secretary of Defense (in 

case of the unavailability of both of these officials and in 

emergency situations, certification may be granted by another 

official authorized by executive order to certify such 

requests), and thence to the Attorney General; or 

(3) with the specific prior approval of 

the Director, National Security Agency, in any case in �~�h�i�c�h� the 

United States person is reasonably believed to be held captive 

by a foreign power or by a group engaged in international 

terrorist activities. The Attorney General will be notified 

when the Director -authorizes selection of com.:uunications 

concerning a United States person pursuant to this provision; 

or 

{4) with specific pr1or approval by the 
�~� .-.- �.�~� �~� ':. -- . 

Attorney General based on a finding by the Attorney General that 

there is probable cause to believe the United States person 1s 

an agent of a foreign power and that the purpose of the 

interception or selection is to collect significant foreign 

HANDLE VIA COMINT CHANNELS ONLY 

SECRET 
12 
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406 

SECRET 
intelligence. Such approvals shall be limited to a period of 

time not to exceed ninety days for individuals and one �y�e�~�r� f:: 

entities. 

(b) (S CCO) �C�o�~�~�u�n�i�c�a�t�i�o�n�s� of, or 

any corporation, corporate subsidiary, or other business 

entity in the United States that is openly acknowledged by a 

foreign government, or governments, to be directed and 

controlled by such foreign government, or governments, may be 

intercepted intentionally, or selected deliberately (through the 

use of a selection term or otherwise), upon cert:fication i n 

writing by the Director, NSA, to the Attorney �G�e�n�e�~�a�l�.� Such 

certification shall take �t�~�e� form of the Cert ifi c ati on Notice 

appended hereto. An information copy shall be forwarded to the 

Deputy Secretary of Defense. Collection may �c�o�m�~�e�n�c�e� upon the 

D}rector. NSA's certification. In addition, the Director, NSA 

shall advise the Attorney General and the Deputy Secretary of 

Defense on an annual basis of all such collection . 

. ... . -· .... . . ..... -.. - -- ·- . 
(c) �~� For purposes of the application of Parts l, 

2 and 3 of Procedure 5 (and subsection 4.A.l{a) of this annex) 

to the activities of the United States Signals Intelligence 

System, any deliberate interception, selection or use of a 

HANDLE VIA COMINT CHMUmLS ONLY 

SECRET 
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SECREr 
selection term shall be deemed to constitute electronic 

surveillance; and, "significant foreign intelligence" shall 

mean not only those items of information �t�h�a�~� are in �t�h�e�~�s�e�l�v�e�s� 

significant, but also items that are reasonably believec, base: 

on the experience of the United States Signals Intelligence 

System, when �a�~�a�l�y�z�e�d� together with other items, to make a 

contribution to the· discovery of "significant foreign intel-

ligence." 

(d) (S CEO) Emergencjes: 

(l) The emergency provision ln Section D 

of Part 2, Procedure 5, of DoD S24D.l-R, may be �e�~�p�l�o�y�e�d� to 

authorize deliberate selection of corr .. 11unications of, or 

concerning, a United States person as defined in the Appendix to 

DoD Regulation 5240.1-R, when that person is outside the United 

States. 

(2)" ·If the United States Signals Intelli-

gence System is intentionally collecting the communications of 

or concerning a non-resident alien abroad who enters the United 
':. ·.-.· __ ':'-:. :.._ -

States in circumstances that suggest that the alien is an -agent 

of a foreign power, collection of the communications of that 

alien may continue �f�o�~� a period not to exceed seventy-two hours 

after it is learned that the alien is in the United States 

HANDLE VIA COMINT CHANNELS ONLY 

SECREr 
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btLKt'f 
while the United States Signals Intelligence System seeks 

authority to continue the surveillance from the. Attorney General 

pursuant to these procedures. In the case of 

will be made to determine 

If 

�w�i�t�h�i�~� seventy-two hours, 

collection of the .. international communications of must 

be �t�e�r�m�i�n�a�t�~�d� until 

Attorney General approval is leaves' the 

United States. Communications acquired after the target is 

known to be in the United States, and that are �n�~�t� solely of, or 

�c�o�n�c�e�r�n�~�n�g�,� U.S. citizens or permanent resident aliens1 may be 

disseminated for foreign intelligence purposes until 

Attorney General approval 

is obtained. In those instances in which 

ttorney Generai �a�p�p�r�o�v�~�l� for 

continued �s�u�r�v�~�i�l�l�a�n�c�e� is obtained, communications of, or 

concerning, may be disseminated in accordance with 

subsection 4.A.4 of these procedures. 

(3) If the United States Signals Intel­

ligence system is �i�n�t�e�n�t�i�o�n�a�l�~�y� col �i�e�c�t�'�f�t�\�9 �- �'�t�o�r�o�r�n�~�r�i �· �r�c�a�t�i�o�n�s� of, 

or concerning, a United States citizen or permanent resident 

alien abroad, it must terminate the surveillance promptly upon 

learning that person is in the United States. Electronic 

HANDLE VIA COMINT CHANNELS ONLY 

.SECRE'f 
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Ctl;:!tti 

surveillance may be reinstituted only in accordance with FISA . 

In the event communications of, or concerning, the. target 

continue to be collected before termination can be effected, 

processing and use of information derived from such 

communications shall be restricted to the greatest extent 

possible and special care shall be taken to ensure that such 

information is not disseminated for any purpose unless 
' -

authorized· in accordance with the provisions of FISA. 

(f) (S CCQ) Provided the proposed �m�~�n�i�t�o�r�i�n�g� is not 

otherwise regulated by Section 4.A.l(a)-(e), voice and facsimile 

HAHDhE VIA COMINT CHANNE1S ONLY 

SECRE'P 
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. ·sECRET 

communications with one communicant in the United States may 

be targeted for intercept only with the prior approval of the 

Attorney General or the Director, National Security Agency, as 

set forth below, 

Security Agency, may approve the targeting of such communica-

tions if �t�e�c�h�n�i�c�a�l�~�~�e�v�i�c�e�s� (e.g., 

are employed that limit acquisition by the 

National Security Agency to communications where the target is a 

non-U.S. person located abroad or to specific forms of 

communications used by those targets, i.e., 

cases 

in which it is not possible to use such technical devices, the 

Attorney General must approve the targeting. Approvals granted 

by the Director, NSA under this provision shall be available for 

review by the Attorney General. 

(h) tS �c �e�o �~� use of direction finding solely to 
: · .. : _ �~�·� :_ .... _ .... -

determine the location of a transmitter does not constitute 

electronic surveillance or collection even if directed at 

transmitters believed to be used by United States persons. 

Unless collection of the communications is otherwise authorized 

tb\NDLE VIA COMINT �C�I�I�-�A�l�~�N�E�L�S� ONhY 

�S�E�C�R�E�~� 
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�S �E�C �R�E�~� 

pursuant to this �a�n�n�e�~�,� the contents of communications to �~�h�i�c�h� 

a United States person is a party monitored in the course of 

direction finding shall be used solely to identify the 

transmitter. 

2. Retention (U) 

{! =Cee) Foreign communications of, or concerning, Uniteo 

States persons that are intercepted by the United States Signals 

Intelligence System may be retained in their �o�r�i�g�~�n�a�l� form or as 

transcribed only: 

(a) if processed so as to eliminate. any reference 

to United States persons·; 

(b) if necessary to the maintenance of technical 

data bases. Retention for this purpose is permitted for a 

period sufficient to allow a thorough exploitation and to permit 

access to data that are, or are reasonably believeo likely to 

become, .relevant to a current or future intelligence requirement. 

Sufficient duration may vary with the nature of the exploitation . 
.. . . .... .. -- :_ �~� 

In the context of a cryptanalytic effort, sufficient duration 

may consist of any period of time during which encrypted 

material is subject to, or of use in, cryptanalysis. In the 

case of international commercial. communications that may contain 

HMmLE VIA COMINT CHANNELS ONLY 

SECRE! 
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SECRET 
the identity of United States persons and that are not enciphe:ed 

or otherwise thought to contain secret meaning, sufficient 

duration is one year unless the Deputy Director for Operations, 

National Security Agency, determines in writing that retention 

for a longer period is required to respond to authorized foreign 

intelligence or counterintelligence requirements; or 

(c) if dissemination of such �c�o�~�~�u�n�i�c�a�t�i�o�n�s� 

without elimination of references to such United States persons 

would be permitted under subsection 4.A.4. below. 

3. Processing (U) 

(a) (S CCO) Foreign communications of, or 

concerning, United States persons must be processed in 

accordance with the following limitations: 

{1) When a selection term is intended to 

intercept a communication on the basis of encipherment or some 

other aspect of the content of the communication, rather than 

the identity of a communicant or the fact that the communication 

mentions a particular individual: 

�(�~�)� No selection term may be used 

that is based on content and that is reasonably likely to result 

HANDLE VIA Cffi1IN1 CHANNELS ONLY 

SECRET 
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aL'c:K:t± 

in the interception of communications to or from a United �S�t�a�~�e�s� 

person, or which has in the past resulted in the �i�n�t�e�r�~�e�p�t�i�o�n� 

of a significant number of such communications, unless ·there is 

reasonable cause to believe that foreign intelligence or counte:­

intelligence will be obtained by use of such a selection term. 

(£) All such selection terms shall be 

reviewed annually by the Deputy Director for Operations, National 

Security Agency, or his designee to determine whether there is 

reasonable cause to believe that foreign intelligence or counter­

intelligence will be obtained by the use of these selection 

terms. The review of such selection terms shall include an 

examination of whether such selection terms have in the past 

resulted in the acquisition of foreign intelligence. 

(£) Selection terms based on content 

that have resulted or that are reasonably likely to result 

in the interception of communications to or from a United 

States person shall be designed so as to defeat, to the extent 

practicable under the circumstances, the interception of such 

communi cations not containing foreign i nte n i gence. 

(2) Foreign communications collected by 

the United States Signals I nte 11 i gence Sys tern .or other 

authorized entities may be forwarded to the National Security 

IWtDhE VIA COMINT CHANNELS ONLY 

SECRET 
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�S�E�C�R�E�~� 

Agency as intercepted. This applies to forwarding to inter­

mediate processing facilities, including those of authorized 

collaborating centers pursuant to written agreements, provided 

such forwarding does not result in the production by the United 

States Signals Intelligence System of information in violation 

of these procedures. 

(b) (S eee) Except as provided-in (b)(1), radio 

communications that pass over channels with a terminal within 

the United States must be processed by use of selection terms, 

unless those communications occur over channels used exclusively 

by a foreign power. 

(1) Radio communications that pass over 

channels with a terminal in the United States may be processed 

without the·use of selection terms only when necessary to deter­

mine whether a channel contains communications of foreign 

intelligence interest which the National Security Agency wishes 

to collect. Processing under this section may not exceed two 

hours without approval of the Deputy �D�i�r�~�~�~�I�;�- �.�f�~� _ _pperations, 

National Security Agency. and shall in any event be limited to 

the minimum amount of time necessary to determine the nature 

of communications on the channel and the amount of such communi­

cations that include· foreign intelligence. Once it is deter­

mined that the channel contains a sufficient amount of communi-
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SECRET 
cations of foreign intelligence interest to warrant collection 

ana exploitation to produce foreign intelligence, additional 

processing of the channel must utilize selection terms. 

4. Dissemination (U) 

(C=CCO) �D�~�s�s�e�m�i�n�a�t�i�o�n� of signals intelligence derived 

from foreign communications of, or concerning, United States 

persons is governed generally by Procedure 4 of DoD Regulation 

5240.1-R. Dissemination of �s�i�~�n�a�l�s� intelliqence �~�h�a�l�l� be 

limited to authorized signals intelligence consumers in 

accordance with requirements ana tasking established pursuant 

to Executive Order 12333. Dissemination of information that 

is not pursuant to such requirements or tasking that constitutes 

foreign intelligence or counterintelligence or that is otherwise 

authorized under Procedure 4 shall be limited to those depart-

rnents or agencies that have subject matter responsibility. 

Dissemination of the identity of a United States person is 

authorized if it meets one of the following criteria, each of 

which is also deemed to meet the standard of "necessary to 

understand or assess" the importance of foreign intelligence 
.-:: :.-:-__ :.-.. �~� ...... -_. �-�'�-�"�; �· �·�~� 

information (otherwise, the identity of the United States person 

must be replaced by a generic term, e .g., United States citizen 

or United States corporation): 

HANDLE VIA COMINr CHANNELS ONLY 
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(a)· the United States person has consented 

·to the use of communications of or concerning him or her and 

has executed the applicable consent form; 

(b) the information is available publicly; 

(c)· the identity of the United States person is 

that of a senior official in the Executive Branch. When this 

exemption is applied, the Deputy Director for Operations, 

National Security Agency, will ensure that �d�o�m�e�~�t�~�c� political or 

personal information is not _retained or disseminated; 

(d) the �c�o�~�~�u�n�i�c�a�t�i�o�n� or information indicates 

that the United States person may be an agent of a foreign 

power; 

(e) the communication or information indicates 
I 

that the United States person may be: 

(1). a foreign power as defined in 

Section 10l(a)(4) or (6) of FISA; 

.... �~� ••• 7· ... ":. : - �~� 

(2) residing outside the United States 

and holding an official position in the government or military 

forces of a foreign power such that information about his or her 

activities would constitute foreign intelligence; 

'·. 
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SECRET 
(3) a corporation or other entity 

that is owned or controlled directly or indirectly by a �f�o�r�e�i�g�~� 

power; or 

(4) acting in collaboration with an 

intelligence or security service of a foreign power and the 

United States person has, or has had, access to information or 

material classified by the United States; 

(f) the communication or �i�n�f�o�r�m�a�t�i�o�~� 

indicates that the United States person may be the target of 

intelligence activities of a foreign power; 

(g) the communication or information 

indicates that the United States person is _engaged in the 

unauthorized disclosure of classified national security infer-

mation; 

(h) the communication or information 

indicates that the United States person may be engaging in 

international terrorist activities; 

(i) the interception of the United States 

person's communication was authorized by a court order issued 

pursuant to Section 105 of FlSA or by Attorney General approval 
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issued pursuant to Section 4.A.l of this annex and the comrr.uni-

oetion may relate to the foreign intelligence or counterintelli-

gence purpose of the surveillance; 

(j) the communication or information 

indicates a possible threat to the safety of any person or 

organization, including those who are targets, victims, or 

hostages of. international terrorist �o�r�g�a�n�i�z�a�t�i�o�n�s�~� 

(k) the �c�o�m�r�n�u�n�~�~�a�t�i�o�n� or information 

indicates that the United States person may be engaged in 

international narcotics trafficking activities; 

(1) the communication or information is 

evidence that a crime has been, is being, or is about to be 

committed, provided that dissemination is for law enforcement 

purposes; or 

(m) the ·identity of the United States person is 

otherwise necessary to understand foreign intelligence or 

counterintelligence or assess its importance. Access to 
..... - . --·· -

technical data bases will be restricted to signals 

intelligence collection and analytic personnel. Requests for 

access from other personnel or entities shall ·be referred to the 

Deputy Director for Operations, National Security Agency. 
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Domestic corrununications in wh'ic:h. all communicants are United 

States persons shall be disposed of upon recognition, provided 

that technical data �c�~�n�c�e�r�n�i�n�g� frequency and channel usage may 

be retained for collection avoidance purposes. 

C. "i"-l., Signals Intelligence: Illicit Communications. The 

United States Signals Intelligence System may collect, retain, 

process, and disseminate illicit communications without 

reference to the requirements concerning United States persons. 

D. �~ �· �S�i�g�n�a�l�s� Intelligence: Search and Development. The 

United States Signals Intelligence· �s�y�s�t�~�i�i�(�-�t�f�i�a�y� �·�c�o�·�~�-�d�u�c�t� search 

and development activities with respect to signais throughout 

the radio spectrum under the following �l�i�m�i�t�a�~�i�o�n�s�:� 
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SECREr 
1. Collection. Signals may be collected only for 

the purpose of identifying those signals that: 

(a) may contain information related to the pro­

duction of foreign intelligence or counterintelligence: 

(b) ara enciphered or appear to contain secret 

meaning; 

(c) are necessary to ensure efficient signals 

· intelligence collection or to avoid the collection of unwanted 

signals; or 

(d) reveal vulnerability of United States communi-

cations security. 

2. �~� Retention and Processing. Communications 

or i ginated or intended for receipt in the United Stat es, or 

originated or intended for receipt by United States persons, 

shall be processed in accordance with Section 4.A.3., provided 

that information necessary for cataloging the constituent 

elements of the signa 1 env i ronrnen t may �- �b�~�-�-�- �p�:�.�r�~�-�d�u�c�e�d� and ret ainea 

if such information does not identify a United States person. 

Information revealing a United States cornmunic·ations security 

vulnerability may be retained. 
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3. �~� Dissemination. !nfo_rmation necessary for 

cataloging the constituent elements of the signal environment 

may be disseminated to the extent such information does not 

identify United States persons, except that communications 

equipment nomenclature may be disseminated. Information that 

reveals a vulnerability of United States communications security 

may be disseminated to the appropriate communications security 

·authorities·. 

: ·:-· ...... --:. : - . . - ... -
F. (U) Assistance to the Federal Bureau of Investigation. 

1. In accordance with the ptovisions·of Section 2.6(c) 

of E.O. 12333, the National Security Agency may provide special-
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ized equipment and technical knowledge to the Federal Bureau o: 

Investigation to assist the Bureau in the conduct of its �l�a�~�f�~�:� 

functions. When requesting such assistance, the Federal Bureau 

of Investigation shall certify to the General Counsel, National 

Security Agency, that such eguipment or technical knowledge is 

necessary to the accomplishment of one or more of the Bureau's 

lawful functions . . 

2. The National Security Agency may also provide expert 

personnel to assist Bureau personnel in the. operation or instal-
�,�~� 

lation of specialized equipment when that equipment is to be 

employed to collect foreign· intelligence or counterintelligence. 
< 

When requesting the assistance of expert personnel, the Federal 

Bureau of Investigation shall certify to the General Counsel, 

National Security Agency, that such assistance is necessary to 

collect foreign intelligence or counterintelligence and that the 

approval of the Attorney General (and when necessary an order 

from a court of competent jurisdiction) has been obtained. 

- .. . -.. : - -: :_ . 
, 

-11u-?YK A1\..uA-LJlC 
DEPUTY ATTORNEY GENERAL 

2 6 APR t9SS 2 7 MAY 1988 
DATE DATE 
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. :· .. ..... _: :_- - .... �· �-�-�~� . 
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EXECUTIVE ORDER 12333 

CONSENT AGREEMENT 

SIGNALS INTELLIGENCE COVERAGE 

I, \\\\\\\\(full name)\\\\\\\\\, \\\\\\\(title)\\\\\\\\\, 

hereby consent to the National Security Agency undertaking to 

seek and disseminate references to me in foreign communications 

for the purpose �o�f�·�-�-�-�-�-�-�-�-�-�-�-�-�~�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-

This consent applies to administrative messages alerting 

elements of the un.i ted States: Signals �I�n�t�e�l�l�i�g�e�n�c�~� System to 

this consent as well as. to any signals intelligence reports 

which may relate to the purpose stated above. 

Except as otherwise provided by Executive Order 12333 pro-

cedures, this consent covers only references to me in. foreign 

communications and information derived therefrom which relates 

to the purpose stated above. This consent is effective for the 

period: 

Signals intelligence �r�e�p�o�r�t�~� containing �i�n�~�o�r�m�a�t�i�o�n� derived 

from communications referencing me and related to the purpose 

stated above may only be disseminated to me and to [names of 

depa·rtments and agencies, e.g., DoD, �C�~�~�~� _ �~�t�~�.�'�_�J�-�-�~�~�-�c�e�p�t� as other­

wise permitted by procedures under Executive Order 12333. 

[UNCLASSIFIED until completed. 
Classify completed form based 

(SIGNATURE). on informat1on added, but not 
(TITLE) lower than CONFIDENTIAL.] 
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CLASSIFIED BY NSICG J89J28T90 
REASON: 1.4 (c) 
DECLASSIFY ON: 04-09-2031 
DATE: 04-09-2015 

�~�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�~� 

(U) SUPPLEMENTAL GUIDELINES FOR COLLECTION, RETENTION, 
AND DISSE:MINATION OF FOREIGN INTELLIGENCE ALL INFORMATION 

CONTAINED HEREIN IS 
UNCLASSIFIED EXCEPT 

l (U) PURPOSE OF GUIDELINES- WHERE SHOWN OTHERWISE 

Pursuant to Executive Order 12333, as amended, the FBI is authorized to 
engage in the collection, retention, and dissemination of foreign 
intelligence. Part IV.A of the Attorney General's Guidelines for FBI 
National Security Investigations and Foreign Intelligence Collection 
(NSIG) establishes procedures through which the FBI may engage in the 
collection, retention, and dissemination of foreign intelligence. These 
Supplemental Guidelines establish additional procedures through which 
the FBI may engage in the collection, retention, and dissemination of 
foreign intelligence consistent with all existing interagency agreements 
and ensuring that its activities are integrated with other collection agencies. 
These Guidelines are specifically intended to supplement Part IV .A of the 
NSIG. They should be construed in conjunction with the provisions of the 
NSIG, and activities under these Supplemental Guidelines are subject to 
the provisions of the NSIG. 

Executive Order 12333 provides that "[t]imely and accurate information 
about the activities, capabilities, plans, and intentions of foreign powers, 
organizations, and persons and their agents, is essential to the national" 
security of the United States" and to "informed decisionmaking in the 
areas of national defense and foreign relations." Hence, " [a]ll reasonable 
and lawful means must be used to ensure that the United States will receive 
the best intelligence available," and the "[c]ollection of such information is 
a priority objective that will be pursued in a vigorous, 
innovative ... manner." At the same time, intelligence gathering activities 
must be carried out in a "responsible manner. that is consistent with the 
Constitution and applicable law " · 
�~�v�e� the option to 
- In such situations, the �E�x�e�~�u�t�i�v�e� Order requires "use [of] 
the least intrusive collection techniques feasible within the United States or 
directed against United States persons abroad." The FBI should consider 
such factors as the effect on privacy, civil liberties, and potential damage to 
reputation. Accordingly, the FBI will, whenever practical, and 
considering the totality of the circumstances, operate openly and 
consensually with U.S. persons when collecting foreign intelligence. 

NSD000202 
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li. (U) GENERAL PRINCIPLES 

A (U) DEFIMTIONS 

2. (U) OTHER TERMS DEFINED IN PART Vlll OF THE NSIG-All other 
terms defined in Part VITI of the NSIG that appear in these Supplemental 
Guidelines have the same definition as in the NSIG. 

C. (U) RESPECT FOR LEGAL RIGHTS-These Supplemental Guidelines do 
not authorize investigating or �m�a�i�n�t�a�i�n�i�n�~� information on United States 
persons solely for the purpose of monitonng activities protected by the First 
Amendment or the lawful exercise of other rights secured by the Constitution 
or laws of the United States. Rather, all activities under these Guidelines must 

NSD000203 
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�s�~� 
have a valid' purpose consistent with these Guidelines, and must be carried out 
in conformity with the Constitution and all applicable statutes, executive 
orders, Department of Justice regulations and policies, and Attorney General 
guidelines. 

IV. (U) NOTICE-

v. 

. . 

Headquarters, shall identify the topical requirement or requirements addressed, 
if any, and describe any s·ensitive foreign intelligence matter that may be 
involved. 

B. M FBI Headquarters shall provide the notice of initiation of foreign 
intelligence collection to the National Division of the 
Justice (NSD), and the NSD shall notify �t�h�~� �1�\�U�:�I�o�m�c�~�y� 

C. (U) The FBI shall notifY the NSD and the Deputy Attorney General ifFBI 
Headquarters disapproves a field office's initiation or request for initiation of 
foreign intelligence collection. 

�~�T� NSD000204 
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•• !!* 

vm. (lJ) 
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IX. (U) CONSULTATION AND OVERSIGHT-The Director of the FBI, the Director 
ofN'at.lonal Intelligence, and the Assistant Attorney General for National Security shaH, 
whenever requested by any of them, consult concerning the operation of the foreign 
intelligence collection program under these guidelines so that the Assis.tant Attorney 
General for National Security, the Director of the FBI, and the Director ofNational 
Intelligence can review aspects of the �p�r�o�g�r�a�m�~� including, but not limited to: 

A. (U) Topical areas in which foreign intelligence is being collected, 
and the quality and utility of the resulting information; 

B. (U) The nature of the collection techniques employed in foreign 
intelligence collection, and the types of persons and entities in relation to 
whom the techniques are used; 

C. (U) Training provided for FBI and NSD personnel who participate in the 
foreign intelligence collection program; 

D. (U) The quality and timeliness of assistance by NSD and FBI personnel in 
the collection of foreign intelligence, including obtaining or providing 
(authorizations required by law or Department of Justice pohcy for the use 
of collection techniques; 

E. (U) Any other matters that the Director of the FBI, the Director ofNational 
Intelligence or the Assistant Attorney General for National Security 
consider appropriate. 

(U) The Director of the FBI shall provide such information as the Assistant Attorney 
General for National Security may request concerning the operation of the foreign 
intelligence collection program, which may include regular reviews by the NSD of the 
FBI's activities under these Guidelines. The information and/or reports to be provided 
upon request of the Assistant Attorney General for National Security include, but are 
not limited to, reports reflecting the information set forth in Part VII, FBI records and 
files, and other information pertaining to collection, retention, use, or dissemination of 
foreign intelligence. · 

Date: November 29, 2006 

AL ERTO R. NZALES 
ATIORNEY GENERAL 
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