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AD93 (RCV. 12/09) Search and Seizure Warram TRACEY CORDES, CLERK

U.S. DISTRICT COURT
WESTERN DISTRICT OF MICHIGAN

UNITED STATES DISTRICT COURT BY: _dmh

for the

Western District of Michigan

In the Matter of the Search of

(Briefly describe the property to be searched
or identify the person by name and address)

an Apple I-Phone model A1332
with IC #

Case No. 1:12-mj-304

B

SEARCH AND SEIZURE WARRANT

To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Western District of Michigan
(identify the person or describe the property to be searched and give its location}:

One black-colored Apple I-Phone telephone bearing model # A1332 and IC # [N recovered from N bedroom located at NN

The person or property to be searched, described above, is believed to conceal fidentify the person or describe the

properiy 1o be seized):
historical information regarding call activity, “phone book" directory information, stored voice-mails and text messages, and electronic files,
photographs, and video images

1 find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or
property.

YOU ARE COMMANDED to execute this warrant on or before _ .. . September19,2012 ___
(not to exceed 4 days)
& in the daytime 6:00 a.m. to 10 p.m. (O at any time in the day or night as | find reasonable cause has been
established.

Unless delayed notice is authorized below. you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly return this warrant and inventory to United States Magistrate Judge
Joseph G. Scoville

(name)

3 1 find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the appropriate box) for days (not 1o exceed 30).

ing, the later specific date of

: Ountil, the fa& o
Date and time issued: S:Zd-‘;, 2o é W{@C

15 : 3 % (/ / g .)jf:dge s signature

City and state:  Grand Rapids, Michigan Joseph G. Scowl[e U.S. Magistrate Judge

Printed name and title
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Return
Case No.: Date and time warrant executed: Copy of warrant and inventory left with:
1:12-mj-304 PSS 1R A LR A B g il e,

Inventory made in the presence of :
/f:‘-‘( ‘7'5-4.-((../-{./ 1{:\;{3‘-‘1 v

Inventory of the property taken and name of any person(s) seized: /
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Certification

| declare under penalty of perjury that this inventory is correct and was returned along with the original warrant
to the designated judge.

Date: /5 A2 jais EE T Ty
Executing officer 's signature

- ) -
e s, iy e ras 7

Printed name and title




Extraction Report
‘Appla iPtiane {PW) Sap i

J} _/_:‘;"”.f{{g .{,}/‘? ,{I‘{ /
A A -

Summary L
Connaction Type _Cable No. 110
Extraction start date/time 9/13/2012 12:00:01 PM
Extraction end date/time 9/13/2012 4:28:21 PM
UFED Physical Analyzer version 3.0.1.7
Case number GP13CR12GPO008 )
Case name Aguilera el. al.
Notes . I |-Phone / FPF# 20122271400011701 / Physical Examination
Examiner name Special Agent Cory Howe
Department Homeland Security Investigations
Location Grand Rapids, Ml
Device Information
# Name Value !l Del?
1 User_System_Data |
2 Activation State  WildcardActivated N |
3 Application Entries 0 ——
4 Application Size (byles) 0 1
5 Board n90ap
6 Book Entries 0
7  Book Size (bytes) 0
8 Capacity 14GB
9 Cloud Backup Enabled False
10 CPID 6930 !
1 Data Entries &
12 Data Size (bytes) 4386336
13 ECID E—
14 Free Mamary (bytes) 14231298048
15 iBoot (firmware) version iBoot-1219,62,16 B
16 Iccio e
17 Last Backup Computer Name Adriana MacBook Pro
18 Last Backup Compuler Type Mac
19 Lasl Sync 6/25/2012 6:45:37 AM{UTC-4)
20 LastUsediCCID E—
21 Locale Language an_US |
22 ‘Memory Size (bytes) 147582897600 |
23 OwnerName monica |
24 Passcode ' |
25 Phone Number I ] = i
26 Proofing Entries 0 =
27 Proofing Size (bytes) ]
28 Ringtone Entries 4
29 Ringtone Size (bytes) (V] )
30 Serial number S — |
N Sync Host Name Adriana MacBook Pro A
32 Synced with Computer: Adriana MacBook Pro\User: Cacheles i
33 Synced with ~ Computer: Userds Power Mac G5 (3)\User: User
34 USB(Ethernet) MAC ] - |
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36 -VolceMemo Size (byles)
37 WiFiMAC

Image Hash Details : 1}

T

# Neme ! Info
1 Image Path
Size (Bytes)
Plugins
| ] I Nam
1 'thmthyslcaunplmn
----- R TR T ,H i |I- P LTEH
2 DMGOpemr
3 MBRGenaric
4 ApplePartitionMap
Tt R A STk L LR ol LR R | "
5 Tl'il.lll.'J!’a.rlﬂliém‘l'm:la:a
Paras e DY Pt et s Do el 1T e e
] TARArchiveOpenor
7 HFS
e R B ;';u th i
8 ithoCallLog
9 iPhonada‘Iabasau
- WL FEPT RN LR U] S PPTR TSR o I R X | R PRSI
Tavesn artd Lk :[ | R urr'-n. ---.:w I O K PR L B
10 QuicktimeMstadata
1 1IFhonedw|oelrtfo
12 ContactsCrossReference
IN LR I C LU R TR -I-- g |

13 mmm

Contents
o
* Call Log
9 Iﬁmrniﬁg _
@ Missed
@ Cutgoing
22 chats
® iMessage: +
1| contacts
o Installed Appllcaﬁonsj .
' 2 IP Connections
## Locations
@ Cell towers
e HawastedWiﬂ Loca:lons -
? Media Lmlberu

® W‘I'I nmorka

U Z
& - PO i
,CC:08:E0:B2:4F:83 N B
iPhonedGSM_5.1. 1_PhysvcaL,thsicai_13-09-12_12-OD—D1 Irng
15855189760
" Author . Vemslon . :
Cellebrite 20
Cellebrite 20
Cellebrite 20
i b
Cellebrite . 20
Cellebrite 2.0
Cellebrite 2.0
Cellebrite 20
Cellebrite 20 '
Gellebrite 20
Cellebrite 2.0 )
Cellebrite 20
Cellebrite 20
b
Cellebrite 20
! Included In report * Total Gl :
104 (4 Deleted) 104 4 Deleled}
23 (1 Deleted) 23 (1 Deleted)
48 48
33 (3 Deleted) 33 {3 I:Ieleted]
2 (1 Deleted) 2 (1 Deletad]
2 {1 Deleted) 2 (1 Delsted)
18 18
37 ' 37
13 13
659 (28 Deleled) 659 (23 Dels!edl
227 227
28 (28 Deleted) 28 (23 Deleted)
1 1
403 403



- Notes

1 Passwords 8

SMS-h;essﬁgas . lanz . {63 Deleted)
® Drafis o o |
© Inbox . 228 (34 Deleted)
@ s;nl B - . - 183 ;2§ Deleted)

._ USGfAconuﬁls ) - 1

* User Dii:ﬂo;wry - s17

il web Bockmarks ' 1
® Root - E

L.JWehHm}y 151

2 Wireless Networks .-s

£ Data Files : 10149 1189 Deleted)
° Audlio - _ h 292
® Configuration I 3185 (170 Deleted)
® Database ' 138
bd lm o . 6340 (19 Deleted)
® Text ' . 186
@ Wdeos . o 1

‘2 Carved Files ” o

Call Log (1u+)

1_* These detalls are cross-referenced from this device's contacts

Incoming i 25}

g S 1 e A L hana it | b

1 :31n 5410 _ Pedio’ ‘méfg}:mﬂs -.oo:r.n:tu

2 !31n .41o _ Pedio’ iﬂ("{f?éf o1]::113:51 ioo:m:tz

3 -:310 ‘410 _ D_ad' ;ﬁ?{’z?gnzj:ata& :oo:uo:az

4 .310 .410 :_ Dad* .;3?31?&395):38:54 :@:on:ar | |

5 310‘ ._-.11.0 “ _ Cesar* ;ﬁ?ﬁéiﬁmm .oo:oo:sa_

B _310 _‘410 | _ B.,.w _;ﬂ?{f?éfo";’“"" _on:oz:f?

7 .310 ‘412 . "___ Beto* ;ﬁ?ff?&f.ﬁ‘“:“ -on:uz:21

8 ‘310_ .410 | _ Cesar* _;ﬁ?ﬁ%ﬁ”mz .0’0:01:47

9 .m h _ Bato® Zausesa .oo:on;zz

10 ;310 410 r_ Beto* ;ﬁ?ﬁz_?goﬁi:zaas .00:01:58 .

R - & a 1

1 .310 .410 - Pedro® _;at‘!ﬁéf;’t.).41.1s 00:01:21 !

.12 ”am _41.0 ,__ Beto* _:ng;)éfo;zw:uz Ino:oa:z?

13 .3I1ul I-am ,_ - Esmeralda* I;ﬁ;gg&f&;"l‘? ‘°°¢'3°=‘5 o

14 310 410 | 73112012 111751 00:05:28 |

oo o TG N i ‘. . PM(UTC+0) . S5

15 ‘1310 410” _ Bato" _;ﬁ}:}?&f‘ﬁzzs:w 00:02:.11 | ;

1% 310 410 :_ Felix* m:ggg 01;:45:39 00:00:43

422

1

228
193

577

151

10149
292
3185

135

6340

196

{63 Deleted)

(34 Deleted)

{29 Deleted)

(189 Deleted)

(170 Deleted)

(19 Deteled)
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